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I. Policy Scope

This policy applies to all Company X data subjects, employees, contractors, and third party providers.   No exceptions to this policy statement will be granted.

II. Policy Statement

It is the policy of Company X to help ensure that records on Personal Information is properly retained and destroyed in accordance with legal, regulatory, and company requirements.  
Business records include any and all information collected, produced, used and retained by the company regardless of form (paper, electronic, or otherwise) and may include records of or related to the Company and its employees, customers, or third party service providers.  Business records must sufficiently reflect the content, context, structure, and ownership of the respective business procedure.

Failure to retain and destroy records in accordance with this policy could subject the Company and its employees to penalties and fines or significantly impair the Company with respect to litigation matters.
IV. Policy Requirements
1. Retention
1.1. Business records must be retained in compliance with applicable law, the Company’s records retention schedules and any records management plan for a particular business unit.  The company’s retention schedule is set on the Information Asset Register
1.2. Access to retained records will be granted to authorized individuals only and that access must be tracked
1.3. Business information owners are responsible for notifying applicable data subjects, employees and third party providers of retention requirements

1.4. Business records must be retained in a manner that helps ensure accessibility and readability over the life of the record
2. Litigation Holds

2.1. Notwithstanding the aforementioned retention requirements, employees and third party providers must retain and preserve any and all business records that are relevant to litigation, audit, an investigation or administrative proceeding that is reasonably probable, threatened, pending, or on-going (“Litigation Hold”), unless advanced written approval is obtained from the General Counsel to destroy such records

2.2. The General Counsel will initiate or approve any Litigation Hold

2.3. The duty to preserve supersedes any previously or subsequently established retention schedule for those records.  If a duty to preserve may apply, or any questions arise regarding possible applicability of such duty, then contact the General Counsel.  
3. Destruction
3.1. Once the retention period has expired in accordance with the Company’s retention schedule and no Litigation Hold has been implemented nor is pending, any business records including electronic files must be appropriately destroyed in a manner that the business records are no longer accessible, no longer available, and no longer retrievable for any use

3.2. With respect to copies of original records, copies may be retained for the duration of the relevant retention period, but must be destroyed along with any original records on such record’s date of destruction.  All initial and subsequent drafts of records should be destroyed when a record has been completed or finalized.  If a record is not completed or finalized, then the last draft of the record should be retained in accordance with the general policy.

3.3. See the Information Handling Standards for details on destruction requirements.

V. Policy Enforcement and Consequences
Compliance with this policy is mandatory for all [Company X] employees and trusted third parties.  Compliance with this policy will be a matter of periodic review by Information Officer and the Deputy Information Officer.
For any questions regarding applicability or interpretation of the policy, then please contact the Information Officer and the Deputy Information Officer.  If inappropriate use of business information may have occurred or has occurred, then immediately contact the Information Officer,
Violations or breaches of this policy will result in corrective action by the applicable business information owner.  Corrective action will be consistent with the severity of the incident, as determined by an investigation, and may include, but not limited to:

· Loss of access privileges to business information

· Dismissal of trusted third party representatives

· Cancellation of contracts or service level agreements

· Termination of employment

· Other actions as deemed appropriate by the business unit manager
VI. Policy Ownership and Maintenance

All policy statement change requests must be submitted via email to the [Company X] Compliance Team.  The Information Officer and the Deputy Information Officer is responsible for reviewing and approving all change requests.

This policy must be reviewed at least annually, or as changes in the environment or the organization occur which affect the components of this policy.

VII. Policy References

The following references are applicable to and support this policy statement.  Please note that any inconsistencies identified between this policy and the policies referenced below are not acceptable.
 [Company X] Information Retention Schedule
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